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Online Terms of Use

Overview

This page contains all you need to know for using our websites, apps and any other online or digital
tools that we make available over time (our "Digital Services"). These Online Terms of Use apply in
addition to the Terms and Conditions and Product Conditions for your specific account(s) with us.

Please ensure that you read these Online Terms of Use with care, as they govern your use of and
access to our Digital Services. If you do not accept these Online Terms of Use, you should not use our
Digital Services. We reserve the right to restrict or remove your access to our Digital Services if you
breach these Online Terms of Use.

We amend these Online Terms of Use from time to time. Every time you wish to use our Digital
Services, please check these Online Terms of Use to ensure you understand the terms that apply at
that time.

Your use of our Digital Services

Our Digital Services include any website, app or online service that we provide, and include (but are
not limited to):

e  Our website www.scottishbs.co.uk
e SBSOnline

e Your Document Portal

We take all reasonable care to ensure that the information available on our Digital Services is correct.
We do not, however, guarantee that all information available on our Digital Services is free from
inaccuracies, errors or omissions. We are not responsible for any loss or damage that arises from
your use of the information available through our Digital Services unless such loss or damage results
from our negligence, breach of contract, or failure to act with reasonable care and skill. Nothing in
these Online Terms of Use limits your legal rights.

The contents of our website and the products and services available via our Digital Services are
subject to withdrawal or variation without notice. We reserve the right to suspend or withdraw access
to our Digital Services without notice at any time, for example, when we need to carry our essential
maintenance. We will try to give you reasonable notice of any suspension or withdrawal. Access to
our Digital Services may also not be possible for reasons beyond our reasonable control. If you
require any further guidance on the accuracy of any information, you should contact us directly.

By accessing our Digital Services, you shall be deemed to have accepted and agreed to be bound by
these Online Terms of Use, which shall be governed by the laws of Scotland and subject to the
exclusive jurisdiction of the Scottish Courts except that if you are a resident of Northern Ireland you
may also bring proceedings in Northern Ireland, and if you are a resident of England or Wales, you
may also bring proceedings in England or Wales.

Nothing within our Digital Services constitutes mortgage, investment or financial advice.
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Our responsibility for loss or damage suffered by you

We are responsible to you for foreseeable loss and damage caused by us. If we fail to comply with
these Online Terms of Use, we are responsible for loss or damage you suffer that is a foreseeable
result of our breaking a contract with you or our failing to use reasonable care and skill, but we are not
responsible for any loss or damage that is not foreseeable.

Loss or damage is foreseeabile if it is obvious that it will happen or if, at the time the contract was
made, both we and you knew it might happen.

We do not exclude or limit in any way our liability to you where it would be unlawful to do so. This
includes liability for death or personal injury caused by our negligence or the negligence of our
employees, agents or subcontractors and liability for failure to deliver our Digital Services with
reasonable skill and care.

Different limitations and exclusions of liability will apply to liability arising from the supply of any
products to you, which will be set out in the Terms and Conditions and Product Conditions for your
specific account(s) with us.

Your Access to our Digital Services

The information appearing on our Digital Services is solely intended for use by individuals who are
resident in the United Kingdom and who access from within the United Kingdom.

We make no representations that information on our Digital Services is appropriate or available for
use in other locations outside of the United Kingdom.

Our Digital Services are intended for use in the United Kingdom and may not function as expected if
accessed from elsewhere. If you access them from outside the United Kingdom, you do so at your
own risk and are responsible for complying with any applicable local laws. If you have questions about
your products while abroad, please contact us.

Eligibility

Our Digital Services are available to existing members (United Kingdom private residents aged 18
years or over). Third parties do not have rights under these Online Terms of Use.

Products

The products we offer via our Digital Services can be varied or withdrawn at any time and without
notice. If we have already entered into a contract with you for any of these products, the products can
only be changed in accordance with the terms and conditions applicable to those products.

Some products and services may not be available to all United Kingdom residents, for example, we
only provide mortgages for properties in certain locations within the United Kingdom. If in doubt,
please contact us for further information.

Fees and Charges

We do not charge any fees for using our Digital Services. A full list of the current charges that can
apply to all savings and mortgage accounts is available on our website.
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Registration, Security and Passwords
Some of our Digital Services (e.g. a proportion of our website) are publicly available.

Some of our Digital Services will require you to register before you can access them. As part of the
registration process, we may ask you to provide memorable information.

Whenever you attempt to access Digital Services for which you have registered, you will be asked to
input characters from your memorable information to authenticate your identity. You must ensure that
you keep your memorable information secret. You should never disclose your memorable information
to a third party.

You are responsible for ensuring your password, security details, account number, memorable
information and all other customer ID details are always kept secret and secure.

Accessibility

Our Digital Services have been designed to be accessible on a wide range of readily available IT
equipment/devices, software and web browsers. If you are having trouble using our Digital Services,
please check that your IT equipment/devices, software and web browsers are configuring correctly to
enable you to access our Digital Services. For example, please check that you have completed all
recent updates.

If you have completed all recent updates, it could be that our Digital Services will work better in a
different browser to the one you are using. If you are still struggling to access any of our Digital
Services, please let us know in case we need to investigate the issue.

Copyright and other intellectual property rights

We are the owner or the licensee of all intellectual property rights in our Digital Services, and in the
material published in relation to them. Those works are protected by copyright laws and treaties
around the world. All such rights are reserved.

You may print off one copy, and may download extracts, of any page(s) accessible from our Digital
Services for your personal use. You must not modify the paper or digital copies of any materials you
have printed off or downloaded in any way, and you must not use any illustrations, photographs, video
or audio sequences or any graphics separately from any accompanying text.

Our status (and that of any identified contributors) as the authors of content on our Digital Services
must always be acknowledged (except where the content is user-generated).

You must not use any part of the content on our Digital Services for commercial purposes without
obtaining a licence to do so from us or our licensors.
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Keeping Safe
We do not guarantee that our Digital Services will be secure or free from bugs or viruses.

You are responsible for maintaining your own virus protection software and other relevant security
software (this includes updates to devices such as tablets and mobile phones) and you will take all
reasonable measures to prevent any viruses or any other form of malware from being introduced into
our Digital Services.

Whilst our Digital Services are intended to be available on a continuous basis, they may be
unavailable for a wide range of reasons, including but not limited to:

1. technical problems;

2. maintenance;

3. updates;

4. security reasons; and/or

5. other events beyond our reasonable control.

If urgent security and/or fraud updates are needed, we will try to do this as soon as possible to keep
you safe.

Keeping your details up to date

If there is an issue when you are using our Digital Services, we may need to phone you. Please make
sure your contact details are up to date. You can update your details by writing to us or by calling
0333 207 4007.

Risks with using Digital Services

We have taken all reasonable measures to ensure that our Digital Services are secure. You recognise
that we cannot guarantee that information and/or communications passing over the internet will
remain private and confidential or that such information and/or communications will not be disrupted,
intercepted or interfered with. By registering to use our Digital Services you accept this risk exists in
relation to any information and/or communications passing over the internet when using our Digital
Services.

Please be wary of using public Wi-Fi. Open Wi-Fi connections can be targeted by fraudsters. To limit
the risk to you and us, you should use secure or encrypted Wi-Fi. If you use public Wi-Fi, be
extremely vigilant.

Security Incidents
You must immediately notify us if you know or suspect that:

1. Any of your login details and memorable information has been disclosed to or is known by a third
party; or

2. Any third party has sought to gain access to your account(s) using our Digital Services without
your authority

3. Your email address has been compromised
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You can email us at support@scottishbs.co.uk or you can contact us on 0333 207 4007 during
business hours. Calls may be recorded and/or monitored.

We will treat these circumstances as a potential security incident. We may suspend your access to
our Digital Services and prevent any transactions from being carried out in relation to your account(s)
while we investigate the incident.

Similarly, if we detect activity on your account(s) via our Digital Services which suggests that you may
be the victim of a security incident we may temporarily suspend access to your account(s) via our
Digital Services and prevent any transactions from being carried out in relation to your account(s)
while we investigate the incident. We will contact you to investigate the incident.

While we investigate a potential security incident, you agree to provide us, the police and/or any
relevant insurers with all reasonable assistance and cooperation in any investigations carried out in
relation to any such security incident.

We are not responsible for websites we link to

Where our Digital Services contain links to other websites and resources provided by third parties,
these links are provided for your information only. Such links should not be interpreted as approval by
us of those linked websites or information you may obtain from them.

We have no control over the contents of those websites or resources.

Disputed Transactions

If a dispute arises between you and us as to whether you instructed a transaction or issued any other
instructions using our Digital Services you agree that you shall provide us, the police and/or any
relevant insurers with all reasonable assistance and co-operation in any investigations carried out in
relation to any such dispute.

In these circumstances, you acknowledge that we shall be entitled to suspend your access to our
Digital Services immediately and prevent any transactions from being carried out in relation to your
account(s).

Termination

You can terminate your registration to use our Digital Services by emailing us at
support@scottishbs.co.uk.

There are some things you must not do while using our Digital Services and if you do any of these
things we may terminate your access to and use of our Digital Services in relation to any of the
accounts you hold with us. While not exhaustive, the list of the things you must not do includes:

e Introduce or upload anything to our Digital Services that includes viruses or other malicious code
e Undermine the security or integrity of our computing systems or networks
e Access any system without permission

e Use our Digital Services in any way that might impair functionality or interfere with other people's
use
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o Commit fraud or other illegal acts through our Digital Services
o Repackage, resell, or sublicense any data accessed through our Digital Services
e Share anything that may be offensive, violates any law, or infringes the rights of others

e Actin a manner that is abusive or disrespectful to a Scottish Building Society employee, partner
or customer. We will not tolerate any abuse or bullying of our employees in any situation and that
includes online interaction with our support teams.

o Modify, copy, adapt, reproduce, disassemble, decompile, reverse engineer or extract the source
code of any part of our Digital Services

e Resell, lease or provide our Digital Services in any way not expressly permitted through our
Digital Services.

If we terminate your registration, you will be unable to access and use our Digital Services in relation
to any of the accounts you hold with us. You would still be able to manage your account(s), but only
by phoning us, writing to us, or visiting a Relationship Centre.



